
Course Title: ISO 27005 Certified ISMS Risk Management Course Duration: 3.0 Days

Exam: Included Exam Type: Proctored Exam

Qualification: ISO 27005 ISMS Risk Management Certificate

Course Syllabus

Our ISO 27005 Certified ISMS Risk Management training course will cover the following topics:

The importance of information security risk management in ISO 27001 and its role within an organisation

A full overview of the ISO 27005 information risk management standard and an understanding of key risk management

terminology

How ISO 27005 is related to the ISO 31000:2009 risk management standard

The key information security risk assessment processes, including context establishment, risk assessment, risk treatment and

monitoring/review

How to assess, analyse and treat identified information security risks in accordance with ISO 27005 guidance

How to communicate, monitor and review risk management activities

How to use risk management to achieve certification and maintain compliance with the ISO 27001 information security

management standard

How vsRisk™ information security risk assessment software can help you save time and money

How to advise third-party organisations on information security risk management

Course Overview

Our three-day ISO 27005 Certified ISMS Risk Management training course will give you a full overview of the ISO 27005 information

risk management standard and an understanding of key risk management terminology.

Our ISO 27005 Certified ISMS Risk Management training course will teach you how to assess, analyse and treat identified

information security risks in accordance with ISO 27005 guidance.

Course Learning Outcomes

Our ISO 27005 Certified ISMS Risk Management training course develops your competence in the key areas of information risk

management; covering risk assessment, analysis, treatment and review.

Our ISO 27005 Certified ISMS Risk Management training course will teach you:

All about the ISO 27005 information risk management standard

The key information security risk assessment processes

The skills and knowledge required to implement an information risk management programme?based on ISO 27005:2018

How to communicate, monitor and review risk management activities
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Our ISO 27005 Certified ISMS Risk Management training course is suitable for:

Risk Analysts

Risk Assessors

Risk Managers

IT/Information Security Managers

IT/Information Security Analysts

Entry-Level Requirements

There are no formal entry-level requirements for our ISO 27005 Certified ISMS Risk Management training course, however it is

assumed that you have taken our ISO 27001 Certified ISMS Lead Implementer training course.

Recommended Reading

It is recommended that you purchase and read the standard prior to attending our ISO 27005 Certified ISMS Risk Management

training course:

Information Security Risk Management For ISO 27001/ISO 27002

ISO IEC 27001 2013 & ISO IEC 27002 2013

ISO 27001/ISO 27002 – A Pocket Guide

An Introduction To Information Security & ISO 27001:2013 – A Pocket Guide

What's Included

Our ISO 27005 Certified ISMS Risk Management training course includes the following:

Full course materials (digital copy provided as a PDF file)

ISO 27005 Certified ISMS Risk Management exam

A certificate of attendance

Exam Information

ISO 27005 Certified ISMS Risk Management Examination:

You will take the ISO 27005 Certified ISMS Risk Management exam set by IBITGQ (International Board for IT Governance

Qualifications).

Duration: 90 Minutes

Questions: 40

Format: Multiple Choice

Pass Mark: 65%

Delivery Method: Online

What's Next

Purple Griffon offer the following ISO 27001 virtual classroom training courses:

ISO 27001 Certified ISMS Foundation

ISO 27001 Certified ISMS Lead Auditor
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ISO 27001 Certified ISMS Lead Implementer

ISO 27001 Certified ISMS Internal Auditor

Additional Information

ISO 27005: 2011 is the International Standard that provides guidelines for effective Information Security Risk Management. ISO

27005 supports the Risk Management approach as specified in ISO 27001 and is designed to assist the satisfactory implementation

of information security based on a risk management approach. Effective Risk Management is widely accepted as being the key to

achieving certification and maintaining compliance with ISO 27001.
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