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Course Title: ISO 27001 Certified ISMS Foundation Online

Exam: Included Exam Type: Proctored Exam

Qualification: ISO 27001 ISMS Foundation Certificate

Course Syllabus

Our ISO 27001 Certified ISMS Foundation online training course will cover the following topics:

e An overview of available standards and management system documentation.
e The benefits of ISMS certification

e An overview of ISO 27001 and its application

o Key elements of ISMS implementation project planning

e The core elements of an ISMS

e The key steps of an ISO 27001 risk assessment

e An overview of the ISO 27001 Annex A controls

Course Overview

Our self-paced ISO 27001 Certified ISMS Foundation online training course will help you to understand the ISO 27001 standard and
the key benefits of implementing an ISMS.

Our ISO 27001 Certified ISMS Foundation online training course will show you how your organisation can benefit from ISO 27001
Best Practice and Compliance.

Course Learning Outcomes

Our ISO 27001 Certified ISMS Foundation online training course will teach you how to achieve compliance with the ISO 27001
standard. It provides a complete introduction to the key elements required to achieve compliance, including:

¢ Understanding management system documentation and the requirements of ISO 27001
e Planning, scoping and communication throughout your ISO 27001 project
e The key steps involved in an ISO 27001 risk assessment

Audience

Our ISO 27001 Certified ISMS Foundation online training course is suitable for:

e Anyone looking to start a career in information security
e Prospective ISO 27001 project managers and auditors

Entry-Level Requirements
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There are no formal entry-level requirements and our ISO 27001 Certified ISMS Foundation online training course is suitable for
non-technical and technical staff.

Recommended Reading

It is recommended that you purchase and read the standard prior to attending our ISO 27001 Certified ISMS Foundation online
training course:

e |SO IEC 27001 2013 & ISO IEC 27002 2013
e |SO 27001/ISO 27002 — A Pocket Guide
e An Introduction To Information Security & 1ISO 27001:2013 — A Pocket Guide

What's Included

Our ISO 27001 Certified ISMS Foundation online training course includes the following:

e Full course materials
e Certificate of attendance
e |SO 27001 Certified ISMS Foundation exam

Exam Information

ISO 27001 Certified ISMS Foundation Online Examination:

You will take the ISO 27001 Certified ISMS Foundation (CIS F) exam set by IBITGQ (International Board for IT Governance
Qualifications).

¢ Delivery Method: Online
e Duration: 60 Minutes

e Questions: 40

e Format: Multiple Choice
e Pass Mark: 65%

What's Next

Our ISO 27001: 2022 Certified ISMS Transition Online training course is available for pre-order and will be fulfilled in January 2023.

ISO 27001: 2022 is the newest version of the ISO 27001 standard and was published in October 2022. Even though, it is not
significantly different from the previous standard - it does have notable changes that include scoping, planning, operation and
performance evaluation.

Our ISO 27001: 2022 Certified ISMS Transition Online training course has been designed for individuals who hold existing IBITGQ
ISO 27001 qualifications and wish to update their knowledge and credentials. It is also suitable for those with equivalent ISO 27001
qualifications from BSI, PECB, CQI / IRCA or APMG.

Businesses certified to ISO 27001: 2013 have a three-year transition period to make the necessary changes to their Information
Security Management System (ISMS).

Additional Information
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ISO 27001 is a structured, technology-neutral, specification and code of practice for Information Security Management in
organisations of all sizes, which is not vendor dependent. All organisations should adopt this standard as part of their overall risk
management strategy.

It has been reported that organisations gain significant competitive advantage by achieving ISO 27001 certification and compliance.
This can include winning new business, increasing customer confidence and improved efficiency across the organisation. The
number of organisations taking up ISO 27001 is rapidly accelerating across all sectors - so don't let your organisation get left behind.
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