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Course Title: Certified Information Systems Security
Professional (CISSP) Online

Exam: Not Included Exam Type: No Exam

Qualification: ISC2 Certified Information Systems Security Professional (CISSP) Certificate

Course Syllabus

Our Certified Information Systems Security Professional (CISSP) online training course presents and reviews the information
associated with the eight CISSP domains that constitute the newest version of the (ISC)?2 CBK (Common Body of Knowledge).

e Domain 1: Security and Risk Management

e Domain 2: Asset Security

e Domain 3: Security Architecture and Engineering
e Domain 4: Communication and Network Security
e Domain 5: Identity and Access Management (IAM)
e Domain 6: Security Assessment and Testing

e Domain 7: Security Operations

e Domain 8: Software Development Security

Course Overview

Our Certified Information Systems Security Professional (CISSP) online training course empowers you to study at your convenience,
fitting seamlessly into your schedule, allowing you to achieve CISSP certification while efficiently managing your responsibilities at
home and work.

Our Certified Information Systems Security Professional (CISSP) online training course is designed to deliver learning that is
achievable and tailored to your learning experience with a variety of training methods and solutions that cater to your individual
preferences and needs.

Course Learning Outcomes

Why Is CISSP Important?

Awarded by (ISC)?, CISSP has been compared to a master’s degree in IT security and is globally accepted as the qualification of
choice for senior cyber security consultants, managers and directors.

Achieving CISSP will give you the knowledge to enhance your job performance and improve your contribution to your organisation.
Many government and regulatory bodies require CISSP certification for certain positions.

Earning the CISSP qualification is an important step in developing a career as a senior information or cyber security
manager/director and opens the door to roles with a higher salary and enhanced job prospects.
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Audience

Our Certified Information Systems Security Professional (CISSP) online training course suitable for mid- and senior-level IT and
security managers who are working towards or have already achieved a position such as:

e CISO (chief information security officer)
e CSO (chief security officer)
e Senior Security Engineer

e Security Consultant

e Security Manager

e Security Auditor

e Security Director

e Security Architect

o Network Architect

e |IT Director / Manager

e Security Analyst

e Security Systems Engineer

Entry-Level Requirements

There are no entry-level requirements for our Certified Information Systems Security Professional (CISSP) online training course.
Recommended Reading

Certified Information Systems Security Professional (CISSP) Online training course

What's Included

Our Certified Information Systems Security Professional (CISSP) online training course includes 70 hours of comprehensive digital
content, exercises, exam strategies, practice exams and the CISSP All-in-One Exam Guide (by Fernando Maymi and Shon Harris).

e Essential summary and key facts for each CISSP knowledge domain.

e Exercises and tests to reinforce learning and check knowledge.

e Flashcards to help you learn key terminology.

e Exam strategies and pass techniques.

e Exam practice throughout the course and an intensive final exam preparation session.

¢ Visual mind map to connect key concepts and aid exam revision.

e Practice exams.

e A copy of the CISSP All-in-One Exam Guide, Ninth Edition (by Fernando Maymi and Shon Harris).

Exam Information

Please Note: The (ISC)2 CISSP exam voucher is not included in the course price and the exam is not taken during this exam
preparation training programme.

Our training team will advise you on how to book your examination on the (ISC)2 website or at an official (ISC)2 exam centre.
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What's Next

Our one-day Certified Cyber Security Foundation training course provides a comprehensive
introduction to current cyber security threats and the measures required to mitigate the risks
associated with cyber attacks.

Our Certified Cyber Security Foundation training course also prepares you to pass the included IBITGQ Certified Cyber Security
Foundation (C CS F) examination on the first attempt.

Additional Information

Our Certified Information Systems Security Professional (CISSP) online training course offers numerous benefits that can greatly
enhance your career in the field of information security. Including but not limited to:

Industry-Recognised Certification: CISSP is a globally recognized and prestigious certification in the information security
domain.

Real-World Application: The training equips you with practical skills and best practices that can be directly applied in real-world
scenarios.

e Global Networking Opportunities: CISSP certification connects you to a vast network of information security professionals

worldwide.
Ethical Responsibility: CISSP training emphasises ethical behaviour and the importance of upholding high standards in

information security.

Industry Demand: The demand for skilled information security professionals is continuously growing, and CISSP certification

puts you ahead of the competition in the job market.

Credibility & Trust: CISSP certification enhances your professional credibility, instilling confidence in clients and employers

about your abilities to protect their sensitive information and assets.

e Comprehensive Knowledge: The CISSP training provides in-depth knowledge across various domains of information security,
such as security and risk management, access control, cryptography, security operations, and more.
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