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Course Title: ISO 27001: 2022 Certified ISMS Lead

Course Duration: 3.0 Days
Implementer

Exam: Included Exam Type: Proctored Exam

Qualification: ISO 27001: 2022 Certified ISMS Lead Implementer Certificate

Course Syllabus

Our ISO 27001: 2022 Certified ISMS Lead Implementer training course will cover the following topics:

¢ Why information security management is essential to an organisation.

e The role and structure of an information security policy.

e The key concepts, principles and main requirements of ISO/IEC 27001:2022.

e The terms and definitions used in the Standard, including risk and options for risk assessments.

e How to interpret the requirements of ISO 27001:2022 to determine the scope of your ISMS.

e How to secure senior management commitment by building a compelling business case.

e How to structure and manage your ISO 27001 project.

e How to allocate roles and responsibilities for your ISO 27001 implementation.

e How to review and map your existing controls to Annex A of ISO 27001.

e The importance of the SoA (Statement of Applicability) and justifications for inclusions and exclusions.
e How to carry out an information security risk assessment — the core competence of information security management.
e The benefits of and key issues when selecting a risk assessment tool.

e How to develop a management framework, write policies and produce other critical documentation.

e The importance of staff, an effective communication strategy and general awareness training.

e The key elements of management review.

e How to prepare for your ISO 27001 certification audit and ensure that you pass first time.

e How to manage and drive continual improvement under ISO 27001.

Course Overview

Our three-day ISO 27001: 2022 Certified ISMS Lead Implementer training course will equip you to lead an ISO 27001 ISMS project,
and help your organisation to mitigate Cyber Crime risks while winning new business and delivering information assurance.

Our ISO 27001: 2022 Certified ISMS Lead Implementer training course covers all 9 of the key steps involved in planning,
implementing and maintaining an ISO 27001 compliant Information Security Management System (ISMS).

Course Learning Outcomes

ISO/IEC 27001: 2022 is the newest version of ISO 27001 and was published in October 2022. While not significantly different from
the previous standard, ISO 27001:2022 has notable changes that include scoping, planning, operation and performance evaluation,
and a revised Annex A. ISO 27001 professionals must have the knowledge to prepare and help their organisation achieve
compliance with the new standard.
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Our ISO 27001: 2022 Certified ISMS Lead Implementer training course will equip you with the skills to support an organisation in
effectively planning, implementing, managing, monitoring and maintaining an ISMS. You will learn:

e The nine critical steps involved in planning, implementing and maintaining an ISO 27001:2022-compliant ISMS;
Information security management best practices to ensure data confidentiality, integrity and availability;

e How to structure and manage your ISO 27001 project; and

Typical pitfalls and challenges and how to deal with them.

Audience

Our ISO 27001: 2022 Certified ISMS Lead Implementer training course is suitable for

¢ IT/ Information Security Consultants

e IT/ Information Security Managers

e IT/ Information Security Officers

e IT/ Information Security Project Managers
e Cyber security consultants

e Head of IT

e CISOs (Chief Information Security Officer)
e GDPR Consultants

¢ Information security analysts

e ISMS Managers

e Network managers

Entry-Level Requirements

There are no formal entry-level requirements for our ISO 27001: 2022 Certified ISMS Lead Implementer training course, however
you should have a basic knowledge of ISO 27001.

Recommended Reading
It is recommended that you purchase and read the standard prior to attending our ISO 27001: 2022 Certified ISMS Lead

Implementer training course:

e ISO/IEC 27001 2022 Standard
e ISO/IEC 27002 2022 Standard
e ISO/IEC 27001: 2022 — An introduction to information security and the ISMS standard

What's Included

Our ISO 27001: 2022 Certified ISMS Lead Implementer training course includes the following:

e Complete course materials (digital copy provided as a PDF file)
e ISO 27001: 2022 Certified ISMS Lead Implementer exam
o A certificate of attendance

Exam Information

ISO 27001: 2022 Certified ISMS Lead Implementer Examination:
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You will take the ISO 27001: 2022 Certified ISMS Lead Implementer exam set by IBITGQ (International Board for IT Governance
Qualifications).

e Duration: 90 Minutes

e Questions: 40

e Format: Multiple Choice
e Pass Mark: 75%
Delivery Method: Online

What's Next

Purple Griffon offer the following ISO 27001: 2022 virtual classroom training courses:

e |SO 27001: 2022 Certified ISMS Foundation
e |SO 27001: 2022 Certified ISMS Internal Auditor
e |SO 27001: 2022 Certified ISMS Internal Auditor

Additional Information

Our ISO 27001: 2022 Certified ISMS Lead Implementer training course equips you with the skills to support an organisation in
effectively planning, implementing, managing, monitoring, and maintaining an information security management system.
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